Build and Configure a Firewall
Created by Hasan Williams

This document outlines my process of setting up an Ubuntu virtual machine using VirtualBox,
configuring UFW (Uncomplicated Firewall), and verifying server connectivity. It details the
technologies | used and what | learned throughout the process.

I've set up a virtual machine named "Ubuntu - Firewall (UFW)" using the Ubuntu24.10 ISO
image, configured as Linux (64-bit), and stored it in a designated folder. | allocated 4096 MB of
RAM and assigned1 CPU, creating a20 GB virtual hard disk in VDI format. After starting the VM,
| successfully installed Ubuntu24.10. For firewall configuration, | updated and upgraded the
system, installed UFW, and enabled it. | set up firewall rules to allow SSH, HTTP, HTTPS, and
specific ports while denying Telnet. | configured default policies to deny all incoming and allow
outgoing connections, managed application and IP permissions, and verified open ports using
nmap. To ensure server accessibility, | retrieved the web page using curl, established an SSH
connection, verified host authenticity, and confirmed secure access. Finally, | verified HTTPS
communication with a successful200 OK status.

Virtual Machine Setup

1. Name and Operating System:
e | named the VM "Ubuntu - Firewall (UFW)".
e Stored it in a designated folder.
e Used the Ubuntu24.10 ISO image.
e Configured it as Linux, Ubuntu (64-bit).

2. Hardware Configuration:
e Allocated 4096 MB RAM.
e Assigned1 CPU.

3. Hard Disk Setup:
e Created a new virtual hard disk.
e Set the size t020 GB.
e Chose the VDI format.

4. Installation and Setup:
e Started the VM and installed Ubuntu24.10.
e Successfully reached the Ubuntu welcome screen.

UFW Configuration

1. Update and Upgrade:
e | ran sudo apt update and sudo apt upgrade -y.

2. Install and Enable UFW:
e Installed UFW using sudo apt install ufw.
e Enabled it with sudo ufw enable.

3. Firewall Rules:
e Allowed SSH: sudo ufw allow 22/tcp
e Allowed HTTP/HTTPS: sudo ufw allow http, sudo ufw allow https



e Allowed specific ports: sudo ufw allow 8080/tcp, sudo ufw allow1000:2000/tcp
e Denied Telnet: sudo ufw deny 23/tcp
4. Default Policies:
e Denied all incoming: sudo ufw default deny incoming
e Allowed all outgoing: sudo ufw default allow outgoing
5. Application and IP Management:
o Allowed Wsdd: sudo ufw allow 'Wsdd'
e Managed IPs: Allowed 192.168.1.100, 192.168.1.0/24; Denied 203.0.113.0
6. Verification:
e Used nmap to verify open ports.

Server Configuration and Access
1. Web Page Retrieval:
e | used curl http://10.0.2.15 to confirm Apache2 server accessibility.
2. SSH Connection Setup:
e Command: ssh hasan@10.0.2.15
e Verified host authenticity and added it to known hosts.
3. Successful SSH Login:
e Logged into the server, confirming secure access.
4. HTTPS Response Verification:
e Command: curl -lk https://10.0.2.15
e Confirmed successful HTTPS communication with a 200 OK status.

Technologies Used

VirtualBox for virtual machine management.
Ubuntu 24.10 as the operating system.

UFW for firewall configuration.

Curl and SSH for server access and verification.
Nmap for network scanning.

Lessons Learned
e Virtual Machine Setup: | gained experience in configuring VMs and understanding
hardware requirements.
e Firewall Management: | learned to effectively use UFW for managing network traffic and
securing the server.
e Server Access: | developed skills in using SSH and curl for remote server management
and verification.

This comprehensive setup and configuration process provided me with valuable insights into
system administration and network security.
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hasang10.e.2.15
The authenticity of host '10.0.2.15 (10.0.2.15)' can't be established.
ED25519 key fingerprint is SHA256:bDTbRHzADy817Y058GIVODNcXdt4e3vXDDr+DhQBoVZE.
This key is not known by any other names.
Are you sure you want to centinue connecting (yes/no/[fingerprint])?
Please type ‘yes', ‘no’ or the fingerprint: yes

Permanently added '10.9.2.15' (ED25519) to the List of known hosts.

d
Welcome to Ubutu 24.10 (GNU/LENUX 6.11.

9-generic x86_64)
* Documentation: https://help.ubunti. com

* Management:  https://Landscape.canonical.com
* Support: https: //ubuntu.con/pro

0 updates can be applied immediately.
The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the

individual files in /usr/share/doc/=/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable Law.
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: % sudo ufw default deny incoming
policy changed to 'deny'
(be sure to update your rules accordingly)
= : % sudo ufw default allow outgoln
S8 Default outgoing policy changed to 'allow’
(be sure to update your rules accordingly)
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22,80,443 10.0.2.15
Starting Nsap 7.94SVN ( https://nmap.org ) at 2024-11-30 11:41 EST
Neap scan report for 10.0.2.15

Host is up (0.00067s latenc:

PORT STATE SERVICE
22/tcp open ssh
80/tcp open http
&43/tep open  hrtps
MAC Address: BB:00:27:34:FF:BA (Oracle virtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in .16 seconds
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The authenticity of host '10.8.2.15 (10.0.2.15)
E025519 key fingerprint is SHA2S6:bOTbRHZADY
This key is not known by any other names.
Are you sure you want to continue connecting (yes/no/[fingerprint])?

can't be established.
17Y858GIUODNCXAL43vADD +DhOBOVZD.

hasan@hasan virtusisar:

% curl -Ik https://10.0.2.15

Server: Apache[2.4.62 (Ubuntu)
Last-Modified: Sat, 30 Nov 2024 16:25:21 GHMT
ETag: '"29b8-62823c3077388"

Accept-Ranges: bytes

Content-Length: 10672

vary: Accept

Content-Type: text




