Virtualized Home Lab using VirtualBox
Created by Hasan Williams

| set up a virtualized environment using VirtualBox, where | created two virtual machines: one
running Ubuntu and the other running Kali Linux. First, | downloaded and installed VirtualBox
along with the Extension Pack for additional features. Then, | downloaded the Ubuntu and Kali
Linux ISOs and created new virtual machines for each.

For networking, | configured a NAT network in VirtualBox, which allows both VMs to access the
internet while keeping them isolated from my host machine. | installed and configured UFW
(uncomplicated firewall) on the Ubuntu VM to manage network traffic, enabling SSH and specific
IP access. On the Kali Linux VM, | installed tools like Nmap and Wireshark to perform network
scans and capture traffic.

This setup lets me securely manage and monitor network activity within the virtual environment,
providing a robust platform for testing and development.

Technologies Used:
e VirtualBox - For creating and managing virtual machines.
Ubuntu - As one of the operating systems for the virtual machine.
Kali Linux - As the other operating system, used for security testing.
NAT Network - Configured in VirtualBox for internet access and isolation.
UFW (Uncomplicated Firewall) - Used on Ubuntu for managing firewall rules.
Nmap - A network scanning tool used on Kali Linux.
Wireshark - A tool for capturing and analyzing network traffic.
Metasploit Framework - For security testing and exploitation (installed on Kali Linux).

What I've Learned:

e Virtualization - How to set up and manage virtual machines using VirtualBox.

e Operating System Installation - Installing and configuring Ubuntu and Kali Linux.

e Network Configuration - Setting up a NAT network to manage internet access and
isolation for VMs.

e Firewall Management - Using FW on Ubuntu to control network traffic and enhance
security.

e Network Scanning and Analysis - Using Nmap for scanning networks and Wireshark for
capturing and analyzing traffic.

e Security Testing Basics - using Kali Linux and Metasploit for penetration testing and
security assessments.

This homelab provided hands-on experience with virtualization, network management, and
security tools, enhancing my skills in setting up and maintaining a secure and functional virtual
environment.
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VirtualBox Extension Pack
VirtualBox 7.1.4 Extension Pack

VitualBox 7.1.4 platform packages
2 Windows hosts
mac0s / Intel hosts

[l macos / Apple Silicon hosts
[0 Linux distributions
Ky Solaris hosts

K Solaris 11 IPS hosts

This

Your access to and use of the VirtualBox Extension Pack. It does not apply to

the its source code,
under version 3 of the GNU General Public icense *GPL").

‘See our FAQ for answers to common questions.
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FAQ Text

Platform packages are released under the terms of the GPL version 3
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You are about to install a VirtualBox extension pack. Extension packs
complement the functionality of VirtualBox and can contain system
level software that could be potentially harmful to your system. Please
review the description below and only proceed if you have obtained the
extension pack from a trusted source.

Oracle VirtualBox Extension Pack
Version: 7.1.4r165100

Description: Oracle Cloud Infrastructure integration, Host Webcam,
VirtualBox RDP, PXE ROM, Disk Encryption, NVMe, full
VM encryption.

Cancel Install

Virtual Machines

9 Recommended 2 Recammended

» Name and Operating System

Y Unattended Install

v Hardware

2048 MB

Base Memory:

4MB 16384 MB

Pracessors:

1CPU

. Enable EFI (special OSes only)

Y Hard Disk

#® |nstall Oracle VirtualBox

The installation was completed successfully.
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Installation

Summary

The installation was successful.

The software was installed.

Ubuntu 24.10
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v Name and Operating System
Name: |Ubuntu]

Folder: [ /Usersfhasanwilliams/VirtualBox VMs

ISO Image:  <not selected>

Type: | Linux
Subtype: | Ubuntu
Version:  Ubuntu (64-bit)
Unattended Install

Hardware

Hard Disk

Name and Operating System
Unattended Install
Hardware

Vv Hard Disk

® Create a Virtual Hard Disk Now

Hard Disk File Location and Size

[Users/hasanwilliams/VirtualBox VMs/Ubuntu/Ubuntu.vdi

| 20.00 GB

4.00 MB
Hard Disk File Type and Variant

VDI (VirtualBox Disk Image) Pre-allocate Full Size

Use an Existing Virtual Hard Disk File

Do Not Add a Virtual Hard Disk

v R



Vv Name and Operating System

Name: Kal
Folder: [ /Users/hasanwilliams/VirtualBox VMs

IS0 Image:  <not selected>

Type: | Linux
Subtype: | Debian

Version:  Debian (64-bit)

> Unattended Install
Y Hardware

Y Hard Disk

> Name and Operating System
> Unattended Install
> Hardware
~ Hard Disk

® Create a Virtual Hard Disk Now.

Hard Disk File Location and Size

/Users/hasanwilliams/VirtualBox VMs/Kali/Kali.vdi

4.00 MB
Hard Disk File Type and Variant

VDI (VirtualBox Disk Image) Pre-allocate Full Size
Use an Existing Virtual Hard Disk File

Do Not Add a Virtual Hard Disk

Install the base system

20.00 GB

[T Jthe base system

Configuring libapt-pkg6.0t64:amd64...

> Name and Operating System

> Unattended Install
W Hardware
Base Memory: 4096 MB

4MB 16384 MB

Processors:

1CPU 16 CPUs
Enable EFI (special OSes only)

> Hard Disk

Welcome to Ubuntu

Choose your language:

Dansk
eutsch

20 VEARS Eestl

k& Ubuntu Englis
Esparol

Esperanto

Euskara

Ubuntu 2 [Running]

Welcome to Ubuntu 24.10!

‘Complate your setup vith additional settings and we'l
have you up and running in no time
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Kali [Running]

nFemOms @

Oracle VirtualBox Manager

" TS

Remove  Properties

D Kali Host-only Networks ~ NAT Networks  Cloud Networks
fJ .
¥ Running Name ~ |IPv4 Prefix  |IPv6 Prefix | DHCP Server
NatNetwork 10.0.2.0/24 Enabled

Ubuntu 2
, =» Running

o Kali - Settings )
hasan@hasan-VirtualBox: ~

Lot = $ sudo apt full-upgrade
were automatically installed and are no longer required:
& ceneral inux -extra-6.11.0-8-generic
Adapter 1 generic i t - .0-8
0 system inux- 1. generic linux-tools-6.11.0-8-generic
to remove them.

isplay
o Attached to: [ NAT Network
Upgrading:

B storage
Name: Nathetwork
P rudio

[ Network
Promiscuous Mode: | Deny
B serialports

# uss ¥ Cable Connected

B shared Folders

i e Serial Ports
Iser Interface talling dependencies:

Cancel Upgrading: 28, Installin » Removing: @, Not Upgrading:

File Actions Edit View Help
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nmap

n: i

()
File Actions Edit View Help

10.0.2.15
ap 7.94SVN ( https://nmap.org ) at 2024-11-29 19:44 EST
t for 10.0.2.15
011s latency).
Not shown: 999 filtered tcp ports (mo-response)
PORT  STATE SERVICE VERSION
tcp closed ssh
MAC Address: 08:00:27:34:FF:0A (Oracle VirtualBox virtual NIC)
nr bl
Device type: g
Running: Linux
05 CPE: cpe o /
05 detail! X 2.6.11, Linux 2.6.18, Linux 2.
ux 2.6.20.6, Linux 2.6.23, Linux 2.6.39, VMware ESX Server 3.0.2
Netuc 1 hop

TRACEROUTE
HOP ADDRE!
1

ection performed. Please report any incor:

detec https: //nmap
1 1P addr ost up) scanned in 10. onds

0s and Ser:
Nmap done

0pensUSE 10.

MP), Lin

rg/submit/ .

The Wireshark Network Analyzer 506 €
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am i@ DX E G = ! C
(W]Apply a display filter -
Welcome to Wireshark
Capture
using this filter: -] | Allinterfaces shown-
enp0s3. L
any A
Loopback: lo
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
@® Cisco remote capture: ciscodump
@® DisplayPort AUX channel monitor capture: dpauxmon
® Random packet generator: randpkt
® systemd Journal Export: sdjournal
® SSH remote capture: sshdump
@® UDP Listener remote capture: udpdump
@® Wi-Fi remote capture: wifidump
Learn
User's - wiki - Questionsand - Mailing Lists - SharkFest - Wireshark Discord - Donate
Guide Answers
You are running Wireshark 4.2.6 (Git v4.2.6 packaged as 4.2.6-1).
7 Ready to load or capture No Packets Profile: Default

hasan@hasan-VirtualBox: ~

Setting up libstdc+s-14-dev:and6d (14.2.0-4ubuntu2)
gcc-14-x86-64-1inux-gnu (14.2.0-4ubuntu:
gcc-x86-64-1inux-gnu (4:14,1.0-2ubuntul)
gcc-14

4ubuntu2)
g+~ 2ubuntul)
g++-14 (14

in/cs+ (c++) in auto mo

bin (2.40-1ubuntu3)

e 1http
archive.ot

e 60 Leftx

sudo apt install ufw

[sudo] password for hasan:

ufw is already the newest version (0.36.2

ufw set to manually installed.

The following packages were automatically installed and are no longer required:
Tinux-headers-6.11.0-8 inux-nodules-6.11.0-8-generic linu
linux-headers-6.11.0-8-generic linux-modules-extra-6.11.0-8 Linux-too

udo apt autoremove' to remove them.

eneric

Sunmary :

Upgrading: @, Installing: ©, Removing
$ sudo ufw enable
s active and enabled on system startup

:~$ sudo ufw allow s

0, Not Upgrading: 0
rewall

Rule added
Rule added (v6)

sudo ufw allow from 10.0.2.15

le adde

sudo ufw status
Status: active
To Action From
ALLOW Anywhere
ALLOW 10.6.2.15
ALLOW Anywhere (v6)

22/tcp
Anywhere
22/tcp (v6)

Capturing from enp0s3 260 ¢

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

m4©® RE A YIS EQAQQE
(RJApplya display fiker ... <Ctrt e
No. Time Source Destination Protocol Length Info -
| 20 Gaoeosoce—10-0-2.15——16:0.2.3 —DHCP_ 330 DHCP Request—Transaction ID Gxd6eoada |
2 0.002976963 10.0.2.3 160.0.2.15 DHCP 590 DHCP ACK - Transaction ID ©xdoe94deb
30.268377691 10.0.2.15 75.75.75.75 DNS 100 Standard query ©x2764 A connectivity-check
4 0.286672563 75.75.75.75 160.0.2.15 DNS 292 Standard query response 6x2704 A connectiv:
50.287793734 10.0.2.15 91.189.91.48 TCP 74 38500 ~ 80 [SYN] Seq=0 Win=64240 Len=@ MSS:
60.327178820  91.189.91.48 10.0.2.15 Tcp 6680 ~ 38500 [SYN, ACK] Seq=0 Ack=1 Win=3276¢
7 0.327220186 10.0.2.15 91.189.91.48 TCP 54 38500 - 80 [ACK] Seq=1 Ack=1 Win=64240 Len:
8 0.327885266 10.0.2.15 91.189.91.48 HTTP 142 GET / HTTP/1.1
9 0.362357830 91.189.91.48 10.0.2.15 HTTP 243 HTTP/1.1 204 No Content
10 0.362358178 91.189.91.48 10.0.2.15 TCP 660 80 — 38500 [FIN, ACK] Seq=190 Ac 39 Win=3:
11 0.362424380 10.0.2.15 91.189.91.48 TCP 54 38500 - 80 [ACK] Seq=89 Ack=190 Wil 1|
12 0.362749150  10.0.2.15 91.189.91.48 TcP 54 38500 ~ 80 [FIN, ACK] Seq=89 Ack=191 Win=6.
13 0.363106748  91.189.91.48 10.0.2.15 TcP 60 80 - 38500 [ACK] Seq=191 Ack=90 Win=32679 |

42 who has 10.6.2.3? Tell 10.0.2.15
6010.0.2.3 is at €8:00:27:00:aa:e3
90 NTP Version 4, client -

14 5.099150254
15 5.099899287
16 5.208956778

PCSSystentec_34:ff:
PCSSystentec_09:aa:
10.0.2.15

PCSSystemtec_00:aa:... ARP
PCSSystentec_34:ff:.. ARP
185.125.190.58 NTP
[CCIIM08 00 27 60 aa e3 08 00 27 34 ff 6a 68 CORLACN. B

0142 b3 17 40 60 40 11 E

6e 82 0a 00 02 f 6a 00

) Frame 1: 336 bytes on wire (2688 bits), 336 bytes captured
Ethernet II, Src: PCSSystemtec_34:7f:0a (08:00:27:34:7f:0a

» Internet Protocol Version 4, Src: 10.0.2.15, Dst: 1.6.2.3 02 63 00 44 00 43 61 2e 19 51 01 01 06 00 O €9
» User Datagram Protocol, Src Port: 68, Dst Port: 67 4d b 00 01 00 60 6a 00 02 OF 0O 00 60 09 00 00 M
» Dynamic Host Configuration Protocol (Request) 00 69 00 00 00 @0 88 09 27 34 ff Oa 00 60 60 00

00 00 00 @6 00 60 60 60 0O 6O 06 00 00 60 60 60

00 00 00 @0 00 60 60 60 0O 00 06 00 00 60 60 60

00 00 @0 @0 00 00 60 60 00 00 00 00 00 060 60 60

00 00 00 @0 00 00 60 60 00 00 00 00 00 60 60 60

00 00 00 06 00 00 60 60 00 00 00 00 00 00 00 00

00 00 00 00 00 00 60 60 00 00 00 00 00 00 60 00

00 00 00 00 00 00 60 60 ©0 00 00 00 00 00 00 00

00 00 00 00 00 60 60 60 ©0 00 00 00 00 00 00 00

00 00 00 00 00 00 60 60 00 00 00 00 00 00 60 00

00 00 00 06 00 00 60 60 0O 0O 06 00 00 60 60 60

00 00 00 @6 @0 00 60 60 00 0O 06 00 00 60 60 60

00 00 06 @6 00 60 60 60 0O 0O 06 00 00 60 60 60 v
Profile: Default

© 7 Ethernet (eth), 14 bytes Packets: 25 - Displayed: 25 (100.0%)




