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I set up a virtualized environment using VirtualBox, where I created two virtual machines: one
running Ubuntu and the other running Kali Linux. First, I downloaded and installed VirtualBox
along with the Extension Pack for additional features. Then, I downloaded the Ubuntu and Kali
Linux ISOs and created new virtual machines for each.

For networking, I configured a NAT network in VirtualBox, which allows both VMs to access the
internet while keeping them isolated from my host machine. I installed and configured UFW
(uncomplicated firewall) on the Ubuntu VM to manage network traffic, enabling SSH and specific
IP access. On the Kali Linux VM, I installed tools like Nmap and Wireshark to perform network
scans and capture traffic.

This setup lets me securely manage and monitor network activity within the virtual environment,
providing a robust platform for testing and development.

Technologies Used:
● VirtualBox - For creating and managing virtual machines.
● Ubuntu - As one of the operating systems for the virtual machine.
● Kali Linux - As the other operating system, used for security testing.
● NAT Network - Configured in VirtualBox for internet access and isolation.
● UFW (Uncomplicated Firewall) - Used on Ubuntu for managing firewall rules.
● Nmap - A network scanning tool used on Kali Linux.
● Wireshark - A tool for capturing and analyzing network traffic.
● Metasploit Framework - For security testing and exploitation (installed on Kali Linux).

What I’ve Learned:
● Virtualization - How to set up and manage virtual machines using VirtualBox.
● Operating System Installation - Installing and configuring Ubuntu and Kali Linux.
● Network Configuration - Setting up a NAT network to manage internet access and

isolation for VMs.
● Firewall Management - Using FW on Ubuntu to control network traffic and enhance

security.
● Network Scanning and Analysis - Using Nmap for scanning networks and Wireshark for

capturing and analyzing traffic.
● Security Testing Basics - using Kali Linux and Metasploit for penetration testing and

security assessments.

This homelab provided hands-on experience with virtualization, network management, and
security tools, enhancing my skills in setting up and maintaining a secure and functional virtual
environment.












